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An old challenge: 
Photomontages / „Photoshops“
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Photomontages – nearly as old as photography
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„Two ways of life“ (1857) by Oscar Rejlander – a photomontage compounded from 39 individual pictures

Source: Wikimedia Commons
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„Photoshops“ – for fun, …
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…for propaganda, …
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Source: nytimes.com
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… and for faking evidence
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Source: Grant Thornton Austria
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Detecting Photoshop Manipulations
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Artifacts of

manipulation

Hiding artifacts by

changes in resolution

and compression

Source: Grant Thornton Austria
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Hiding artifacts of manipulation by printing and rescanning

Source: Grant Thornton Austria
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How to detect Photoshop manipulations

Analysis of pictures:

• Analyzing compression artifacts

and noise patterns

• Searching for unplausible lighting

or shadows

• Searching for repeating elements

or patterns (clone stamp)

• Searching for artifacts of cut out elements
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Analysis of involved devices:

• Searching for unaltered pictures and 

WIP-versions

• Analysis of metadata and file system

• Searching for manipulation-software 

and traces of usage
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A new challenge: 
AI-Tools and generative AI
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Does AI make the existing problem worse?

• Fakes will get much more frequent

– Less skill needed

– Less time needed

– Free or cheap tools avaiable to everyone

– More users get accustomed to manipulating photos/videos

– No source-pictures needed for generative AI

• AI-generated pictures will carry no traces of manipulation
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AI-Tools in Adobe Photoshop
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Source: Grant Thornton Austria

Created in < 2 minutes!
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On-board tools on Smartphones
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Step 1: Long-press on 

the object to cut
Step 2: Click „Copy“ Step 3: Open another picture and click „Paste“
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Deepfakes / Generative AI
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AI-generated picture
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How to spot deepfakes – typical errors
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AI-generated pictures
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How to spot deepfakes – typical errors

16AI-generated pictures
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How to spot deepfakes – analyzing shadows and light sources
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Source: Amped Software
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How to spot deepfakes – analyzing shadows and light sources
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Source: Amped Software
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How to spot deepfakes – analyzing shadows and light sources
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Source: Amped Software
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Using AI to detect AI?
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Used Software: Magnet Forensics Axiom with Magnet Copilot
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Other clues

In Media-Files: 

• Analyzing metadata

• Analyzing noise patterns

– AI-generated pictures will have none

– No help in detecting faked screenshots, etc
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On involved devices

• Searching for prove of usage of AI-tools

– Browser-History

– AI-Apps (on-board and 3rd party)

• Filesystem / Timestamp analysis

– Where was the picture/video saved?

– When was it created?

– Etc.

→ Do not accept screenshots or print-outs as evidence! 

Always try to get access to the source device!
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Example: Apple Intelligence
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Database: Photos.db

Table: ZEXTENDEDATTRIBUTES

Column: ZGENERATIVEAITYPE

Values: 

• 0 = No gen. AI used

• 1 = (possibly) external gen. AI used

• 2 = Apple Intelligence used

Source: apple.com
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The other side of the coin: How to prove something is

NOT AI-Generated / AI-Edited / Photoshoped?
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In the past: „That wasn‘t me, I was hacked!“

Nowadays: „That wasn‘t me, that‘s a deepfake!“

• „Cheap“ statement to make

• Hard to disprove

• Public „awe“ and uncertainty about the

capabilities of AI-Tools
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Related problems: 
Faked evidence on the rise? 

3
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Incidents, we see handed in as evidence with an 
increasing frequency in our casework

• Photoshoped pictures

• Faked emails

– Edited and printed out or screenshoted

– Sent from fake adresses

• Faked chat messages and social 

media postings

– Altered screenhots

– Renaming contacts

– Fake accounts

– Online generators
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• Faked timestamps

– Just change the date/time settings on your

device and create backdated „evidence“

• Faked website content

– Edited Screenshots

– Easy content manipulation in browsers

→Do not accept screenshots as evidence!

→Analyze source devices!

→Documentation of online-content by

reliable and independent entities
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Example 1: Faking an Instagram-Chat
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Source: Grant Thornton Austria
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Example 2: Website-Manipulation in Web-Browsers
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Example 2: Website-Manipulation in Web-Browsers
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AI helping in investigations4
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AI helping in investigations – currently avaiable or in 
the works

• Content recognition for pictures and videos

• Face recognition

• Chat categorization

• Deepfake detection

• Automated description of picture/video-content

• (Working) translation for certain languages

• Self learning sorting of evidence in eDiscovery

• AI copilots in forensic tools

• For IT-Security: AI based hacking/malware detection
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Thank you for your attention!

Reach out to me at: karsten.theiner@at.gt.com
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