The Al Act and the Future of
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1. Al for forensics: it is not just
about system design...
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https://medium.com/@apandey_24903/automating-object-detection-62f4b432673c

Dietlmeier J and others, ‘How Important Are Faces for Person Re-ldentification?’, 2020 25th
International Conference on Pattern Recognition (ICPR) (2021)



Automate Interview Transcriptions: Low Risk?

* 1h audio =11-13h human
transcription work!

e 27 min audio ~ 45sec with
Automated Speech
Recognition!

Stoykova R, Porter K and Beka T, ‘The Al Act in a Law Enforcement Context:
The Case of Automatic Speech Recognition for Transcribing Investigative
Interviews’ (1 August 2024) <https://papers.ssrn.com/abstract=4913090>
accessed 13 September 2024.



https://papers.ssrn.com/abstract=4913090
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How to investigate a firm with 60
million documents
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Flaws in Cellphone Evidence Prompt
Review of 10,000 Verdicts in Denmark

World v Business v Markets v Sustainability v Legal v Breakingviews v  Technology v Investig
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United Kingdom

What is Britain's Post Office scandal?

By Sachin Ravikumar

A

January 10, 2024 11:11 PM GMT+1 - Updated 16 hours ago

LONDON, Jan 10 (Reuters) - One of Britain's biggest miscarriages of justice, the wrongful conviction of
hundreds of Post Office workers due to faulty software, has exploded into the public domain following a TV

drama, triggering demands for justice.
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2. You can automate, but it should
hold in court!
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Prosecutors used an Al tool to send a man to
prison for life. Now the person who created it
IS under investigation.

https://www.businessinsider.com/ai-crime-tool-cybercheck-founder-adam-mosher-investigation-2024-8



3. The standardization problem a.k.a The
butcher inspects his own meat?



Police are increasingly using digital vehicle forensics to
solve cases

Posted on Jan 4, 2021 by Caleb Che
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https://www.privateinternetaccess.com/blog/police-are-increasingly-using-digital-vehicle-
forensics-to-solve-cases/



Machine Learning pipeline: [QCars
SO/IEC 23053:2022 ——

not an end

Feature
extraction
and
selection

Output
interpretati
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for input

Algorithm
selection
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Computer Science > Artificial Intelligence

[Submitted on 20 Aug 2024]

The Dilemma of Uncertainty Estimation for General Purpose Al in the EU Al Act
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BREAKING

[.Lawyer Used ChatGP1 In
B And Cited I'ake

Cases. A Judge Is

Considering Sanctions

r'-.'lc:tlLyl Bohannon

TorLINE The lawyer for a man suing an airline in a routine personal
injury suit used ChatGPT to prepare a filing, but the artificial intelligence
bot delivered fake cases that the attorney then presented to the court,

prompting a judge to weigh sanctions as the legal community grapples

with one of the first cases of AT “hallucinations” making it to court.



Computer Law & Security Review

Volume 55, November 2024, 106040

A New Right to Procedural Accuracy: A
4. Beyond Governance Model for Digital Evidence in

standards... Criminal Proceedings

Radina (Adi) Stoykova &

+ Add to Mendeley -x:@] Share 99 Cite

https:ffdoi.org/10.1016/j.clsr.2024.106040



A digital right to procedural accuracy?

 Status neqgativus: Protection against unreliable digital evidence processing

 Status positivus: Access, explanation, and forensic assistance
oRight to access to the chain of custody
oRight to explanation of methods and results

oAccess to digital forensics assistance

e Status activus: The right to participate in determinative stages of digital
evidence processing

Based on Jellinek’s theory of subjective public rights



Al for forensics — it is not just about Al system design, but also:

* Novel interpretation of digital forensics standards in Al context
* Procedural safeguards

* Active defence rights!
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