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Objective of the presentation

• Introduce some present and 
possible uses of AI for 
investigative tasks
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FIRST POINT to pay attention: 

• The problems of law enforcement agencies 
are not technological but human.

• We are not capable of treating the existing 
volume of data available!
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AI declaration 
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Generic model

GPS

Criminality

Accidents

Events

Weather

...
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Some Important concepts

• Error
• Inherently linked to the methods

• A model of the reality, by definition, is not THE reality! (probabilities)

• Bias
• “Bias is inherently bad and should be eliminated!”

• No, Bias is inherent in all data. Current AI works on FINDING bias in data

• Explainability
• Be able to explain HOW the method works and reaches the results. 

Extremely important in a legal framework

• How does our brain work? And the other person in front of you?  

• Aren’t we being MORE demanding from AI than we are from humans? 

• Some advanced AI models, today act as "black boxes“.  BUT are not less interesting!

• Efforts towards explainable AI are crucial but should we wait for that?

Prompt: Please create an image that expresses the main concepts of machine learning. 

Use the style that you think could fit the best for a nice visual effect.  - DALL-E 3 by 

OpenAI.
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However, we know, humans are never wrong, they 

do not commit errors!!!!
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AI and the intelligence cycle

Automatic data treatments
- Cleaning

- Fusion

- Feature engineering

The good information at the 
perfect timming

- Adaptative alerts

- Suggestion of difusion channels

Provide high level correlation of 
multidimentional data 

- Big Data visualisaton

- Correlation between data

Distinguish noise from useful
information
- What to collect on which context

- Which is the source reliability

Definition of a research plan
- Lessons learned from past events

- Suggestion of needs for new cases, based on past ones

Example of activities that could 
benefit from AI data treatment

-- The intelligence cycle

A I
Dissemination
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Opportunities and dangers

• Increase the capacity and decrease the time of action

• Amazing opportunities for improving and perfecting services 

• The technology is agnostic

• It does not distinguish usages

The same methods that can be used for 
creating spotless documents -> 
undetectable phishing mail
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Uses in production - Gendarmerie

• ValidIA
• Verification of the viability of genetic samples

• Accuracy of 99.16%

• Decrease the time of treatment for 86 samples from 3:30 hours to 30 min

• TAJ – National Database of Criminal Records
• Fingerprinting identification

• Facial comparison

• Speech to text
• Transcription of auditions

• Decrease the time of treatment from 8 hours to 1:30 hour
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Present available for usage

• Some of the tools we have developed 
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Present available for usage

• Some of the tools we have developed 

Great fear and source of distress for LEAs personnel

 

• Are we allowed to use it in the judicial context?

• Will this usage fragilise/invalidate my investigation?

• To what extent can I go?

• Sure I can use, but I will never declare I did!

Are not the same kind of fears we had with the advent of computers?
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Criminality forecast

• Usual Comments

• I am quite suspicious of it!

• Did not work in the USA!

• The past is not enough to predict the
future

• Preventive Analysis of criminality

• Time series analysis methods

• Probability, not crystal ball

• Performance of > 80%

• In experimentation
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Directions

• Generative Models 
• Whole new paradigm

• Comparable to the advent 
of the Internet

• Can be used as 
programming tools
• Still underestimated

Prompt: Create an image contrasting traditional media with the internet age, highlighting the change in 

power dynamics and content quantity. Depict a small-scale publisher's office with limited media, books, and 

paper, symbolising controlled information dissemination. Contrast this with the internet era, showing a vast 

array of diverse individuals using digital devices, laptops, phones, and tablets, surrounded by an 

abundance of varied content and social media icons, representing content democratisation and a massive 

increase in information. The color scheme should distinctively separate these eras, emphasizing the 

internet's transformative effect on content quantity and distribution - DALL-E 2 by OpenAI.
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On going projects

• IDeXtend

• Retrieval Augmented 
Generation (RAG)
• LLMs are quite bad with specific and 

precise answers

• Objective
• Create an auxiliar for experts and 

investigators to help them explore and 
understand their data

• Old term, Expert System
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Thank you for your attention! 
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