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About me

• Endowed professor of Intelligence and Law at Utrecht University

• Obtained my PhD in 2017. Dissertation ‘Investigating Cybercrime’. Also: 

five years experience at the IT security company Fox IT, Dutch Defence 

Academy and WODC. 

• Now: senior researcher at the Dutch Review Committee for Intelligence 

and Security Services and a member of the Cybercrime expert group for 

the Court of Appeals in The Hague.



Agenda

1. Background of the cryptophone operations

2. Legal aspects of the EncroChat operation

3. Legal aspects of the SkyECC operation 

4. Human rights aspects of these cryptophone 

operations

5. Discussion! 



Data driven criminal investigations & the 

EncroChat- and SkyECC operation



Data driven investigations

• The EncroChat and SkyECC operation can be explained from the concept of ‘data 

driven investigations’. The investigation starts by analysing large datasets acquired  in 

previous investigations. 

• This concept is developed by researchers from Team High Tech Crime of the Dutch 

police. (E. Van de Sandt, A. Van Bunningen, J. Van Lenthe, and J. Fokker, “Towards Data 

Scientific Investigations: A Comprehensive Data Science Framework and Case Study for 

Investigating Organized Crime Serving the Public Interest,” in Third INTERPOL-UNICRI 

Global Meeting on AI for Law Enforcement. 2020). 

• In their paper, they urge law enforcement authorities to ‘strategically acquire datasets’

during criminal investigations for analysis later. Think of a subscriber database and 

transactional database from darknet markets for example. 

• The goals of these operations is not just the acquisition of data to produce evidence in 

court, but to ‘fight crime’, like disrupting online operations of organised (cyber)crime. 



Cryptophone operations



EncroChat

• In 2020, French and Dutch law enforcement authorities started a 

JIT to investigate criminal activities of both EncroChat and its 

users. Europol was also part of the JIT. 

• In April 2020, French law enforcement authorities gained remote 

access – using an implant (hacking tool) uploaded from servers 

located at the ISP ‘OVH’ in Roubaix, France – to tens of thousands 

of cryptophones. Stored data on these phones was then copied 

and send back to law enforcement authorities. 

• Then, approximately 115 million messages were intercepted. 

• Metadata and content data, as well as images (copies) from 

servers where shared with Dutch law enforcement authorities and 

Europol. 



Legal aspects

• The French Gendarmerie led the investigation under the supervision of the 

magistrates of the ‘juridiction interrégionale spécialisée’ (jirs) of Lille.

• A French judge authorised the use of the interception tool on 30 January 2020.  

• The hacking tool (implant) was developed and deployed by the ‘Direction 

générale de la Sécurité extérieure’ (DGSE). The interception tool was reportedly 

developed by the ‘Service Technique National de Captation Judiciaire’ (STNCJ)  in 

France. 

• Later, the French 'Conseil Constitutionnel’ did not consider the interception in 

the EncroChat in violation of the French Constitution (Conseil Constitutionnel 8 

april 2022, nr. 2022-987)



SkyECC

• In December 2019, French, Belgian and Dutch law enforcement

authorities started a JIT to investigate SkyECC and its users. 

• From 18 November 2020 until 8 March 2021 – after careful planning 

and brief interception and test to decrypt data – a total of 1 billion

messages were intercepted at the ISP ‘OVH’ in Roubaix, France. 

• Dutch technicians developed a technique to copy random access 

memory (RAM) of one of the Sky ECC servers without causing them 

to go offline. Subsequently, the Netherlands developed a so-called 

'Man In The Middle technique' (MITM technique), which enabled the 

decryption of message traffic.



Legal aspects

• A French judge then authorised the interception from 18 December 2020 until 

presumably until approximately 9 March 2021, the date law enforcement authorities 

made the Sky ECC operation public.

• The decryption technique was shared with French law enforcement authorities, who 

required a special permit to use it. The permit was granted by a committee established 

to consider the right to privacy and confidentiality of postal correspondence in 

accordance with article R.226-2 of the Code Pénal.

• The data is then actually processed/analysed and sometimes used as evidence in 

criminal investigations. 



Data analysis and fundamental rights



Data analysis techniques 
used in Hansken

• Content is searched based on key 

words and filters (relating to drug 

trafficking or violent crimes, for 

example). 

• Metadata is used to for network-

analysis and create time lines. 

• Incriminating messages are often 

cited in case law and used as 

evidence. 



Processing of 
cryptophone data 

• The Dutch National Forensic 

Institute developed a platform 

(called ‘Hansken’) to store, index 

and analyse the data (using 

“dozens of forensic tools” 

simultaneously). 

• Europol created a  ‘Operational 

Task Force’ (OTF) (codenames 

‘Emma’) to analyse the 115 million 

messages. It was 1.3TB (terabytes) 

of data. They created 700 

‘intelligence packages’ to 123 

countries.



Case law & first points of discussion

• Dutch Supreme Court ruled that the principle of mutual trust between states applies in the 

EncroChat and SkyECC operation (13 June 2023, ECLI:NL:HR:2023:913). 

• This means that decisions by authorities abroad that form the basis for investigations conducted 

abroad must be respected by the Dutch courts in Dutch criminal proceedings. It should 

therefore be assumed that the relevant investigations by the authorities abroad have been 

conducted lawfully, in other words, in accordance with the laws of the foreign state concerned. 

• Is it comparable to the German approach?

• Part of the discussion whether the Dutch warrant for the interception and/or hack was required. 

Answer is: not required, but ok.  



The right to privacy 

• Can we learn from case law relating to bulk interception? 

(-> ECHR 25 May 2021, ECLI:CE:ECHR:2021:0525JUD005817013 (Big 

Brother Watch et al./The United Kingdom))

• Not entirely the same, but… 

It may offer important insights for future case law. 



Our conclusions

• (in: J.J. Oerlemans & S. Royer, ‘The future of data driven criminal investigations in light 

of the Sky ECC operation’, New Journal of European Criminal Law 2023 (forthcoming). 

• A warrant for bulk interception is not enough! There should be additional safeguards 

‘down the line’, such as ‘procedures to be followed for selecting, examining and using 

intercept material’. 

• In the Netherlands, an additional warrant is requested when a subset of data is 

created for a new criminal investigation. (comparable to a selection mechanism and 

may be regarded as a best practice).

• Open questions: Are data protection authorities involved? Are there retention 

periods? What about data that is ‘never touched’? 



The right to a fair trial

1. The public prosecutor must provide (a degree of) 

transparency about the operation and collection of 

evidence. That way, defence attorneys can object to 

this. This relates to the principle of equality of arms). 

2. The right to a fair trial also provides a legal basis to 

test the reliability of the evidence and the method of 

acquisition. 

3. The right to a fair trial enables the defence – to a 

certain extent – to access the data that may be 

relevant in the trial against their client. (See also ECtHR 

4 June 2019, ECLI:CE:ECHR:2019:0604JUD003975715, (Sigurður

Einarsson and Others/Iceland)



Fair trial questions

• Dutch Supreme Court in their decision of 13 June 2023 that (ECLI:NL:HR:2023:913): 

• Finally, the Dutch criminal courts must assume that the investigation abroad was 

conducted in such a way that its results can be relied on. Only further consideration 

when there are ‘specific indications to the contrary’. The defence must argue why the 

data is not reliable. 

• Prof. Bart Schermer and I argue the principle of mutual trust does not extend tot 

analysis phase of the data. Defence is in a Catch 22: they can’t argue when the 

information is not there.

• In essence, it should be explained how LEA and the Public Prosecution Office came to 

the evidence (the result of data analysis). The reason is that digital evidence is – also –

not 100% reliable. ‘False positives’ may occur. 

• But how should it be explained and what detail? We are not sure yet… 



Forthcoming..



Conclusions

• For the Dutch law enforcement authorities, the future is bright! The Dutch 

Supreme Court in a way legitimised these kind of ‘data driven investigations’ in 

which bulk datasets are obtained. 

• However, I expect more court proceedings relating to the right to a fair trial 

and equality of arms. 

• There may be upcoming cases in the ECtHR and EU Court of Justice. 

See C-670/22, request for a preliminary ruling to the ECJ EU by the Landgericht

Berlin (Germany) on 24 October 2022.
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