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Trace normalization

SO processing can be automated
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Documentation - Trace model

Trace model for the current project

Notifications 7 v English ~ Tactical~ | &

Atrace is a structured data object. The object contains intrinsic properties, which are mandatory properties for every trace, such as name and id . Furthermore, a trace can contain origins like system or user . This origin describes where the data is coming from. An erigin contains

categories, like extracted or processed. Every category has a list of allowed types, which are listed below. Every type contains properties, for example type

structure.

When using the Hansken Query Language, both |origin and category| are omitted. This means you can find emails using email.from: 'bob@domain.com"
system.extracted.email.from and user.extracted.email.from, as they would point both to the same type and property.

Example:
{
ic: “"name"
"system™: {
"extracted": {
"email": {
"from": "bcb@domain.com”
h
¥
ta
"user™: {
"extracted": {
"email": {
"to": "alice@domain.com"
h

Toggle between project and default trace model properties: @l v ) Trace model is shown for the current project

Filter the results on this page:

© #note
© attachment
© audio
O audit

© browserHistory

Q

A user defined note.

An attached block of data.

A media trace that contains audic.

Describes a trace modification

nformation en a web page or file that has been visited with a web browser.

4 i - 21 o i
yetemrextractedemati—from:

email contains from or to. The combination of origins, categories, types and properties leads to a nested data

obfidometnreeom™ . This also explains why a trace can not contain both
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Documentation - Trace model

Ofile

© fileArchive

O folder

Ogps

O identity
image

© origin

© picture

© prediction
Name
class
confidence
confidences
count

embedding

label
modelName
modelVersion
offset

offsets

region

type

privileged

Afile is a block of arbitrary information, or resource for storing information.

A collection of folders and files packed into one file.

A folder is a container within a filesystem, in which groups of files and other folders can be kept and organized.

A GP5 location, a possibly timed global position.

Anidentity is a small contact card that describes identifiers used elsewhers in the trace.

An image is an artifact, that has a similar appearance to some subject - usually a physical object.

nformation about the origin of the trace.

A picture is a two-dimensional visual representation.

A statistical prediction about a trace.

Description

The predicted class.

The prediction confidence, expressed as a number between 0.0 and 1.0.
The prediction confidences, expressed as a numbers between 0.0 and 1.0.
A count for the given prediction.type.

The predicted embedding.

The predicted label.

Name of the model that produced this prediction.

Version of the model that produced this prediction.

Offset from the start of this prediction.

Offsets from the start for the predictions, in seconds.

The prediction region as a polygon [x1, y1, x2, y2, ..] without wrapping back to start.

The type of the prediction, e.g. a classification, scene text or barcode.

Whether the trace has privileged access: suspected, confirmed or rejected.

Cardinality

Notifications 7 v English ~ Tactical~ | &

Collection

list

list

Iist

mined

Type
string
real
real

integer
vector

string

string

string

real (s)

real (s)
integer (pixel)

string
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training, training, DFaaS NEVER replaces
training, ... digital experts r L
i i L\—(
Case investigators Digital experts
know all about their case typically support cases
are not digital experts often do repetitive work
can use a computer can use expert tools
understand digital traces can dig much deeper
might jump into conclusions understand digital evidence
don’t search per evidence item data structures direct investigations
or any other structure
find potential evidence report actual evidence

service all people involved, they all have different needs and wishes
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Hansken's main characteristics

Governmental
* developed and maintained by Netherlands Forensic Institute v
* Steering committee by Dutch governmental partners v ) °

Transparent
* all evidence is traceable (chain of evidence) v
* advanced logging of embedded data processors v

Scalable

* > 2000 cases, > 100 concurrent cases v
* cases with > 1,000 seized devices v

* cases with > 700 terabytes of data v

* cases with > 1,000,000,000 traces v I I a n S k e n

Legal

* all handling of traces is auditable (chain of custody) v
* support for handling privileged communication v

¢ profound judicial review in Dutch courts v

The open digital forensic platform
investigate - innovate - share

2 October 2023
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Building the Hansken Community in the Netherlands....

p u L I T I E NETHERLANDS

Netherlands Forensic Institute
Ministry of Justice and Security

PUBLIC PROSECUTION SERVICE

Metherlands Food and Consumer
Product Safety Authority

Ministry of Agriculture,

Nature and Food Quality

FIOD
Belastingdienst

Ministry of the Interior and
Kingdom Relations

Human Environment and Transport
Inspectorate

Ministry of Infrastructure

and Water Management

Netherlands Labour Authority
Ministry of Social Affairs and Employment

NEDERLANDSE ORDE VAN ADVOCATEN

g POLITIEACADEMIE

Justitiéle ICT Organisatie
Ministerie van Justitie en Veiligheid

de Rechtspraak
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Building the international Hansken Community....
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Hansken

The open digital forensic platform
investigate - innovate - share

2 October 2023

Hansken is the open digital forensic platform
* Extensible by all users

* Parts can be replaced

Investigate (LEA only)

* use the platform for crime case investigations

* Use the platform for intelligence investigations

* efficient mobilization: case investigators, digital experts, analysts,
data scientists, advocacy, judges

Innovate

* R&D with focus on extending DF knowledge

* continuous development of the platform itself
Share

* Hansken is a knowledge "hub”

* share DF methods and procedures

* share DF tools and technology

extended version is available at https://www.hansken.nl/hansken-community/vision
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Launch of new Hansken facility: lawyers can now
view digital traces

News item | 20-03-2023 | 12:33

Together with the police and the Netherlands Public
Prosecution Service, the Netherlands Forensic Institute (NFI)
has developed a method that enables lawyers to view crypto
communications from their own offices, like for example the
Encrochat data. This is accomplished by using Hansken, a

digital forensic search engine. Martijn Egberts, the national
public prosecutor for digital detection, states: “This new
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Thoughts on using Al for forensic purposes

Hansken is: Artificial Intelligence:

- used for investigations use, but + Use external data: Training sets

- designed for evidentiary use - Use external data: Cause bias

Evidentiary use is more strict: * Lacks explainability

+ Accurate Use Al for investigative purposes, with:

- Repeatable * Disclaimer

+ Reproducible * Education

So algorithms must be:

- Explainable by the way:

- Validated * Not all currently used algorithms are good
-~ Deterministic - Data under investigation can result from Al

- No external data (e.g., consumer product Al)

https://blog.ampedsoftware.com/2021/10/05/can-ai-be-used-for-forensics-and-investigations/

5-10-2023 19
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To be continued...
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and a Path Forward

https://forensicstats.org/
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Hansken

The open digital forensic platform
investigate - innovate - share

DFaa$s papers

https://hansken.org/

Harm van Beek php
harm.van.beek@nfi.nl

CASF
<

international standard for

automated combination,

validation, and analysis of
cyber-investigation information

https://caseontology.org/
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