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Digital Forensics (traditional)
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Digital Forensics as a Service
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Trace normalization
so processing can be automated

 /
 Program Files
 Users
 Jack
 John
 Harm
 Desktop
 DFaaS vision.pdf
 NFI email.pst
 outbox
 inbox
 call for papers
 CRIM/AI roundtable
 NFI.zip
 20231002-Hansken.pdf

evidence item

traces

cases with:
>1,000 evidence items
>1,000,000,000 traces 



Support investigators & experts
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Digital experts

typically support cases

often do repetitive work

can use expert tools

can dig much deeper

understand digital evidence

data structures direct investigations

report actual evidence

Case investigators

know all about their case

are not digital experts

can use a computer

understand digital traces

might jump into conclusions

don’t search per evidence item

find potential evidence
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training, training, 
training, …

DFaaS NEVER replaces
digital experts

service all people involved, they all have different needs and wishes



Hansken’s main characteristics
Governmental

• developed and maintained by Netherlands Forensic Institute √

• Steering committee by Dutch governmental partners √

Transparent

• all evidence is traceable (chain of evidence) √

• advanced logging of embedded data processors √

Scalable

• > 2000 cases, > 100 concurrent cases √

• cases with > 1,000 seized devices √

• cases with > 700 terabytes of data √

• cases with > 1,000,000,000 traces √

Legal

• all handling of traces is auditable (chain of custody) √

• support for handling privileged communication √

• profound judicial review in Dutch courts √
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Building the Hansken Community in the Netherlands….
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Building the international Hansken Community….
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Hansken is the open digital forensic platform

• Extensible by all users

• Parts can be replaced

Investigate (LEA only)

• use the platform for crime case investigations

• Use the platform for intelligence investigations

• efficient mobilization: case investigators, digital experts, analysts, 

data scientists, advocacy,  judges

Innovate

• R&D with focus on extending DF knowledge

• continuous development of the platform itself

Share

• Hansken is a knowledge “hub”

• share DF methods and procedures

• share DF tools and technology

extended version is available at https://www.hansken.nl/hansken-community/vision
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Hansken is:

• used for investigations use, but 

• designed for evidentiary use

Evidentiary use is more strict:

• Accurate

• Repeatable

• Reproducible

So algorithms must be:

- Explainable

- Validated

- Deterministic

- No external data

Artificial Intelligence:

• Use external data: Training sets

• Use external data: Cause bias

• Lacks explainability

Use AI for investigative purposes, with:

• Disclaimer

• Education

by the way:

• Not all currently used algorithms are good

• Data under investigation can result from AI 
(e.g., consumer product AI)

Thoughts on using AI for forensic purposes
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To be continued…

https://forensicstats.org/ https://caseontology.org/https://hansken.org/

Webinar: 
Algorithms in Forensic Science: 

Challenges, Considerations, 
and a Path Forward
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international standard for 
automated combination, 
validation, and analysis of 

cyber-investigation information
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